TClarke

Data Protection Policy
Aim of this policy
This policy summarises how TClarke will handle your personal data.
Does this policy apply to me?
Yes, this policy applies to all employees.
Does this policy form part of my contract?

No, this policy does not form part of your contract of employment except to the extent that
it imposes obligations on you. We may amend this policy at any time and may vary it as
appropriate to a particular case.

Important Notice

This policy applies to set the basic standards regarding the processing of personal data by
you in the course of your work for TClarke. It is extremely important that you read this
policy and comply with it - non-compliance may constitute a disciplinary offence. This policy
will be updated and amended from time to time. You will be notified of changes and a copy
will be made available on the TClarke Employee Portal.

Introduction

Who we are - This Policy sets out how TClarke plc and its subsidiary companies (" we”,
“our”, “us”, the “Organisation”) handle the Personal Data of our customers, suppliers,

employees, workers and other third parties.

Application of this Policy - This Policy applies to all Personnel. You must read, understand
and comply with this Policy and attend training on its requirements, where appropriate. This
Policy sets out what we expect from you in order for the Organisation to comply with Data
Protection Law. Your compliance with this Policy is mandatory. Related Policies and
Guidelines are available to help you interpret and act in accordance with this Policy. You
must also comply with all such Related Policies and Guidelines. Any breach of this Policy
may result in disciplinary action.

Confidential nature - This Policy (together with all Related Policies and Guidelines) is an
internal document and cannot be shared with third parties, clients or regulators without
prior authorisation from the DPO.

Definitions - Capitalised terms have the meanings given to them in the Glossary contained
in Appendix 1.

Why is data protection compliance important?

The correct and lawful treatment of Personal Data will maintain confidence in the
Organisation, will provide for successful business operations, and will maintain the
reputation of the Organisation. As importantly, it also protects the individual Data Subjects,
whose Personal Data we Process from harm. Protecting the confidentiality and integrity of
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Personal Data is a critical responsibility that we take seriously at all times. If the
Organisation fails to comply with Data Protection Law, then it may be subject to substantial
sanctions (including orders to suspend Processing and potential fines of up to EUR20 million
(approximately £18 million) or 4% of total worldwide annual turnover) and reputational
damage.

Scope

Personal Data - This Policy applies to all Personal Data we Process (or that a third-party
Processes on our behalf) regardless of the media on which that data is stored or whether it
relates to past or present employees, workers, customers, clients or supplier contacts,
shareholders, website users, and even members of the public whose Personal Data we
Process.

Explanatory Note: The concept of Personal Data is explained in more detail in Appendix 1,
but it is important to understand that Personal Data concerns information about individuals
— not companies or other legal entities — although information about individuals within those
companies and legal entities will be their Personal Data. It is also important to understand
that Personal Data is not restricted to information about the personal/home lives of
individuals. Information about individuals acting in a work or official capacity may also be
Personal Data.

Processing is very widely defined to include all operations relating to Personal Data. This
includes all activity from the point of collection to the point of destruction/erasure.

Even the mere holding or storage of Personal Data is Processing and, therefore, a regulated
activity under Data Protection Law.

Data protection responsibilities - All individual business areas, units, offices and
departments are responsible for ensuring all Personnel comply with this Policy and need to
implement appropriate practices, processes, controls and training to ensure such
compliance. If you have management responsibility for Personnel, you are expected to
regularly review all the systems, processes and procedures under your control to ensure
they comply with this Policy and check that adequate governance controls and resources
are in place to ensure proper use and protection of Personal Data.

Data Protection Officer - The DPO is responsible for the Organisation's compliance with
Data Protection Law and for overseeing (and updating) this Policy and, as applicable,
Related Policies and Guidelines. That post is held by the Company Secretary, who can be
contacted at dpo@tclarke.co.uk and on 020 7068 7999.

DPO Directions — you must comply with all directions on data protection matters issued by
the DPO. Appendix 4 contains a number of specific directions from the DPO to help you
comply with your obligations under this Policy. You are expected to observe them.

Queries about this Data Protection Law or this Policy - Please contact the DPO with any
questions about the operation of this Policy or Data Protection Law or if you have any
concerns that this Policy is not being or has not been followed.
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Mandatory Consultation
You must immediately contact the DPO in the following circumstances:
e You are unsure whether Processing will be within the terms of the relevant Privacy
Notice or are otherwise unsure of the lawful basis which you are relying on to
process Personal Data;

e You are unsure about the retention period for the Personal Data being Processed;

e You are unsure about what security or other measures you need to implement to
protect Personal Data;

e There has been a Personal Data Breach;

e You are unsure whether you are permitted to transfer Personal Data outside the
EEA;

e You receive any communication from an individual which may seek to exercise any
rights which he/she may have under Data Protection Law as a Data Subject;

e Whenever you are engaging in a significant new, or change in, Processing activity or
plan to use Personal Data for purposes others than for which it was collected;

e You are considering entering into any contracts with third parties (including our
vendors) which shall involve the disclosure or sharing of Personal Data;

e You plan to undertake any activities involving Automated Processing including
profiling or Automated Decision-Making;

e You need help complying with applicable law when carrying out direct marketing
activities.

Data Protection Principles

Compliance with data protection principles generally - We adhere to the principles relating to
Processing of Personal Data set out in Data Protection Law and summarised in Appendix 2.
We are responsible for and must be able to demonstrate compliance with these principles
(Accountability).

Specific requirements — the remainder of this Policy explains what measures the
Organisation has put in place to comply with the data protection principles and what you are
expected to do as part of those measures.

Lawfulness, fairness, transparency
General requirements — The data protection principles require us to Process Personal Data

lawfully, fairly and in a transparent manner. We must only collect, Process and share
Personal Data for specified purposes.
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Privacy Notices - In order to ensure compliance with these requirements, the Organisation
has prepared two forms of Privacy Notice which explain how the Organisation Processes
Personal Data that it collects. The Privacy Notice on our website — accessible at
www.tclarke.co.uk — explains the purposes for which we Process Personal Data that we
collect from Data Subjects who are external to the Organisation.

The second Privacy Notice is accessible at TClarke Group SharePoint and this explains the
purposes for which we Process the Personal Data of our Personnel. It is essential that we
Process all Personal Data in accordance with the terms of the relevant Privacy Notice and

you are responsible for ensuring that you are aware of the terms of each Privacy Notice in
so far as it is relevant to the performance of your duties.

Processing must accord with Privacy Notices - The Privacy Notices have been prepared and
approved by the DPO. You should not attempt to alter them or to Process Personal Data
other than in accordance with their terms. If you have any queries or concerns concerning
any proposed Processing activity and whether it is within the scope of a Privacy Notice, then
you should consult the DPO before commencing any Processing.

Communication of Privacy Notices - The information contained within the Privacy Notices
must be provided to the individual Data Subjects whose Personal Data we Process, and we
must ensure that the Privacy Notices are properly communicated to individuals at the point
at which their Personal Data is collected. For advice on how to do this please consult the
DPO.

Personal Data provided by third parties - When Personal Data is collected indirectly (for
example, from a third party or publicly available source), you must provide the Data Subject
with all the information required by the Privacy Notice as soon as possible after
collecting/receiving the data. Where we receive Personal Data from a third party with
whom we have a contractual relationship, we may require that third party to provide the
Data Subject with the information contained in our Privacy Notice on our behalf. More
generally, you must also check that the Personal Data was collected by the third party in
accordance with Data Protection Law and on a basis, which contemplates our proposed
Processing of that Personal Data.

Data minimisation

General requirements - Under the data protection principles, we must ensure that Personal
Data must be adequate, relevant and limited to what is necessary in relation to the
purposes for which it is Processed.

Use for job duties only - You may only Process Personal Data when performing your job
duties requires it. You cannot Process Personal Data for any reason unrelated to your job
duties.

No excessive data - Do not collect excessive Personal Data. Ensure that any Personal Data
you collect is actually required for the intended purpose for which you will Process it.

Data retention and destruction - You must ensure that when Personal Data is no longer
needed for specified purposes, it is deleted or anonymised in accordance with the
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Organisation’s data retention and destruction policy — see Relevant Policy and Guidelines in
Appendix 2.

Accuracy

General requirements - The data protection principles require that Personal Data must be
accurate and, where necessary, kept up to date. It must be corrected or deleted without
delay when inaccurate. Ongoing checking - You will ensure that the Personal Data we use,
and hold is accurate, complete, kept up to date and relevant to the purpose for which we
collected it. You must check the accuracy of any Personal Data at the point of collection and
at regular intervals afterwards.

Storage and retention

General requirements - The data protection principles require that Personal Data must not
be kept in an identifiable form for longer than is necessary for the purposes for which the
data is processed.

Data retention - We must not keep Personal Data in a form which permits the identification
of the Data Subject for longer than needed for the legitimate business purpose or purposes
for which we originally collected it including for the purpose of satisfying any legal,
accounting or reporting requirements.

Storage on Organisation systems etc - You must ensure that all Personal Data that you
Process as part of your work duties are stored in the Organisation's systems (or, for paper
records, on the Organisation's premises) in accordance with Relevant Policies and
Guidelines. No Personal Data should be held anywhere else.

Compliance with retention policies - The Organisation maintains retention policies and
procedures (as part of the Relevant Policies and Procedures) to ensure Personal Data is
deleted after a reasonable time following the end of the purposes for which it was being
held, unless law requires such data to be kept for a minimum time. We also provide
individual Data Subjects with information concerning basic data retention periods in our
Privacy Notices - see Section 5.2 above- which align with these retention policies and
procedures. You must perform your work duties in accordance with requirements of the
relevant retention policies and procedures in so far as relevant to the Personal Data you
Process.

Security integrity and confidentiality
Protecting Personal Data
Personal Data must be secured by appropriate technical and organisational measures

against unauthorised or unlawful Processing, and against accidental loss, destruction or
damage.
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You must:

e Perform your work duties in such a way as to protect the Personal Data that we
hold;

e Follow all procedures and technologies we put in place to maintain the security of all
Personal Data from the point of collection to the point of destruction. You must also
comply with the requirements of all Relevant Policies and Guidelines and any
directions issued by the DPO;

e Not attempt to circumvent the administrative, physical and technical safeguards we
implement and maintain to protect the Personal Data.

Reporting a Personal Data Breach

Data Protection Law may require the Organisation to notify any Personal Data Breach to the
Information Commissioner's Office and, in certain instances, the individual Data Subjects
affected.

We have put in place procedures to deal with any suspected Personal Data Breach and will
make appropriate notifications where we are legally required to do so. See the Data
Security Incident Management Policy which forms part of the Relevant Policies and
Guidelines.

If you know or suspect that a Personal Data Breach has occurred, do not attempt to
investigate the matter yourself. Immediately contact the DPO as outlined in section 4 of the
Data Security Incident Management Policy. You should preserve all evidence relating to the
potential Personal Data Breach.

The contact details for reporting Personal Data Breaches are:
E-mail: dpo@tclarke.co.uk
Telephone: 020 7997 7400

Note that Personal Data Breaches should be notified immediately you become aware of
them i.e. on a 24 x 7 basis. Any delay may be seriously prejudicial, both in terms of
protecting the Personal Data concerned but also in terms of our obligations to notify the
occurrence Personal Data Breach.

Explanatory Note: The maximum period allowed by Data Protection Law to notify a
regulator is 72 hours from the point that the Organisation becomes aware of the breach. It
is vital that breaches are notified immediately, whether within or outside business hours.

Transfers

General requirements - Data Protection Law restricts data transfers to countries outside the
EEA in order to ensure that the level of data protection afforded to individuals by Data
Protection Law is not undermined. You transfer Personal Data originating in one country
across borders when you transmit, send, view or access that data in or to a different
country.
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Restrictions on transfers outside the EEA - You may only transfer Personal Data outside the
EEA if one of the following conditions applies:

e The European Commission has issued a decision confirming that the country
to which we transfer the Personal Data ensures an adequate level of protection for
the Data Subjects’ rights and freedoms;

e Appropriate safeguards are in place such as binding corporate rules (BCR), standard
contractual clauses approved by the European Commission (sometimes called 'model
form clauses'), an approved code of conduct or a certification mechanism, a copy of
which can be obtained from the DPO;

e The Data Subject has provided Explicit Consent to the proposed transfer after being
informed of any potential risks; or

e The transfer is necessary for one of the other reasons set out in Data Protection Law
including the performance of a contract between us and the Data Subject, reasons
of public interest, to establish, exercise or defend legal claims or to protect the vital
interests of the Data Subject where the Data Subject is physically or legally
incapable of giving Consent and, in some limited cases, for our legitimate interest.

Explanatory Note: Countries for which the European Commission has issued adequacy
decisions can be found at https://ec.europa.eu/info/strategy/justice-andfundamental-
rights/data-protection/data-transfers-outside-eu/adequacy-protectionpersonal-data-non-eu-
countries_en. The European Commission has so far recognised Andorra, Argentina, Canada
(commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Jersey, New
Zealand, Switzerland, Uruguay and the US (limited to the Privacy Shield framework) as
providing adequate protection.

Role of the DPO - Where you wish to transfer outside the EEA, it is your responsibility to
ensure that the transfer concerned satisfies these requirements. In practice, this means
that you need to check with the DPO to confirm that the proposed transfer is permissible
before you do it. You must follow any guidelines or directions you are given by the DPO.
Data subject’s rights and requests

Individual Rights - Data Subjects have rights when it comes to how we handle their
Personal Data. These include rights to:

e Withdraw Consent to Processing at any time (where we Process Personal Data on
the basis of consent);

e Receive certain information about our Processing activities;

e Request access to their Personal Data that we hold;

e Prevent our use of their Personal Data for direct marketing purposes;

e Ask us to erase Personal Data if it is no longer necessary in relation to the purposes

for which it was collected or Processed or to rectify inaccurate data or to complete
incomplete data;
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e Restrict Processing in specific circumstances;

¢ Challenge Processing which has been justified on the basis of legitimate interests or
in the public interest;

e Request a copy of an agreement under which Personal Data is transferred outside of
the EEA;

e Object to decisions based solely on Automated Processing, including profiling (ADM);

e Prevent Processing that is likely to cause damage or distress to the Data Subject or
anyone else;

e Be notified of a Personal Data Breach which is likely to result in high risk to their
rights and freedoms;

e Make a complaint to a regulator;

e In limited circumstances, receive or ask for their Personal Data to be transferred to a
third party in a structured, commonly used and machine-readable format.

Notify DPO - Where you receive a communication from any individual which seeks (or might
be construed as seeking) to exercise any rights in relation to Personal Data, you must
immediately notify the DPO and follow the DPQ's instructions. Do not attempt to deal with
the communication beforehand.

Specific activity

General Requirements - Under Data Protection Law, we must implement appropriate
technical and organisational measures in an effective manner, to ensure compliance with
data protection principles. We must also be able to demonstrate we comply with them.
This Section sets out what we require you to do so that we may discharge these
responsibilities.

Record Keeping - Data Protection Law requires us to keep full and accurate records of all
our data Processing activities. As part of your work duties, you must keep and maintain
proper and accurate records of the work that you do and, as part of that, the Personal Data
that you Process.

Training and Audit
You must undergo all mandatory data privacy related training, where appropriate.
Where you are a Manager or otherwise have management responsibility for other

Personnel, you must ensure your team undergo similar mandatory training as well, where
appropriate.
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You must regularly review all the systems and processes under your control to ensure they
comply with this Policy and check that adequate governance controls and resources are in
place to ensure proper use and protection of Personal Data.

Data Protection Impact Assessment (DPIA)
When we are considering:

e Projects to implement major system or business change programs involving the
Processing of Personal Data including:

e Use of new technologies (programs, systems or processes), or changing
technologies (programs, systems or processes);

e Automated Processing including profiling and ADM;
e Large scale Processing of Special Category Personal Data;
e Large scale, systematic monitoring of a publicly accessible area;

¢ Any other activity which will involve (or may potentially involve) the Processing of
Personal Data which has not been collected before or the Processing of Personal
Data in new ways or for new purposes.

Then the DPO must be advised accordingly at an early opportunity in order that he/she can
consider the proposed project or activity and determine whether a Data Protection Impact
Assessment is required. The DPO may require you to complete pre-DPIA screening
questions in order to determine whether a full DPIA is required. No Processing of Personal
Data pursuant to such a project or activity may be undertaken meantime without the
approval of the DPIA.

You must comply with any directions given by the DPO and the terms of the Data Protection
Impact Assessment Policy, which forms part of the Relevant Policies and Guidance.

Automated Processing (including profiling) and Automated Decision
Making

Specific restrictions apply under Data Protection Law in relation to Automated Decision
Making.

A DPIA must be carried out before any Automated Processing (including profiling) or ADM
activities are undertaken.

Direct Marketing
We are subject to certain additional rules and privacy laws when marketing to our clients,
particularly where the marketing activity is conducted electronically, e.g. by e-mail,

telephone, fax or SMS.

You must consult with the DPO in advance of undertaking any Direct Marketing activity.
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Sharing Personal Data

Generally, we are not allowed to share Personal Data with third parties unless certain
safeguards and contractual arrangements have been put in place.

You may only share the Personal Data we hold with another employee, agent or
representative of our group (which includes our subsidiaries and our ultimate holding
company along with its subsidiaries) if the recipient has a job-related need to know the
information and the transfer complies with any applicable cross-border transfer restrictions.

You may only share the Personal Data we hold with third parties, such as our service
providers if:

e They have a need to know the information for the purposes of providing the
contracted services;

e Sharing the Personal Data complies with the Privacy Notice provided to the Data
Subject;

e The third party has agreed to comply with the required data security standards,
policies and procedures and put adequate security measures in place;

e The transfer complies with any applicable cross border transfer restrictions; and

e A fully executed written contract that contains GDPR approved third party clauses
has been obtained; and

e the DPO has authorised the data sharing. Do remember that the proposed sharing
of Personal Data may require the conduct of a DPIA beforehand.

The DPO may issue authorisations of a specific or general nature regarding the sharing of
Personal Data with specific third parties and where these have been issued you must
ensure that you comply with their terms.

Changes to this Policy
This Policy may be changed from time to time. Where changes are made, we will notify
you, but it is your responsibility to check back regularly to obtain the latest copy of this

Policy, which can be found at TClarke Group SharePoint

This Policy does not override any applicable national data privacy laws and regulations in
countries where the Organisation operates.

Disability

If any aspect of this policy causes you difficulty on account of a disability, please inform
your local HR Department.



Appendix 1 Glossary of Terms

Automated Decision-Making (ADM): when a decision is made which is based solely on
Automated Processing (including profiling) which produces legal effects or significantly
affects an individual. Data Protection Law prohibits Automated Decision Making (unless
certain conditions are met) but not Automated Processing.

Automated Processing: any form of automated processing of Personal Data consisting of
the use of Personal Data to evaluate certain personal aspects relating to an individual, in
particular to analyse or predict aspects concerning that individual’s performance at work,
economic situation, health, personal preferences, interests, reliability, behaviour, location or
movements. Profiling is an example of Automated Processing.

Consent: agreement which must be freely given, specific, informed and be an
unambiguous indication of the Data Subject’s wishes by which they, by a statement or by a
clear positive action, signifies agreement to the Processing of Personal Data relating to
them.

Controller: the person or organisation that determines when, why and how to process
Personal Data. It is responsible for establishing practices and policies in line with Data
Protection Law. We are the Data Controller of all Personal Data relating to our Personnel
and Personal Data used in our business for our own commercial purposes.

Data Subject: a living, identified or identifiable individual about whom we hold Personal
Data. Data Subjects may be nationals or residents of any country and may have legal rights
regarding their Personal Data.

Data Privacy Impact Assessment (DPIA): tools and assessments used to identify and
reduce risks of a data processing activity. DPIA can be carried out as part of Privacy by
Design and should be conducted for all major system or business change programs
involving the Processing of Personal Data.

Data Protection Officer (DPO): the person required to be appointed in specific
circumstances under Data Protection Law. Where a mandatory DPO has not been
appointed, this term means a data protection manager or other voluntary appointment of a
DPO or refers to the Organisation data privacy team with responsibility for data protection
compliance.

Data Protection Law: all data protection laws applying to the Processing of Personal Data
by the Organisation, including the GDPR and, in the United Kingdom, the new Data
Protection Act 2018;

EEA: the 28 countries in the EU, and Iceland, Liechtenstein and Norway.

Explicit Consent: consent which requires a very clear and specific statement (that is, not
just action).

General Data Protection Regulation (GDPR): The General Data Protection Regulation
((EVU) 2016/679).

Personal Data: any information identifying a Data Subject or information relating to a
Data Subject that we can identify (directly or indirectly) from that data alone or in



combination with other identifiers we possess or can reasonably access. Personal Data
includes Special Category Personal Data, Personal Data relating to criminal offences and
criminal convictions, and Pseudonymised Personal Data but excludes anonymous data or
data that has had the identity of an individual permanently removed. Personal data can be
factual (for example, a name, email address, location or date of birth) or an opinion about
that person’s actions or behaviour.

Personal Data Breach: any act or omission that compromises the security, confidentiality,
integrity or availability of Personal Data or the physical, technical, administrative or
organisational safeguards that we or our third-party service providers put in place to protect
it. The loss, or unauthorised access, disclosure or acquisition, of Personal Data is a Personal
Data Breach.

Personnel: all employees, workers, contractors, agency workers, consultants, directors,
members and others.

Privacy by Design: implementing appropriate technical and organisational measures in an
effective manner to ensure compliance with Data Protection Law.

Privacy Notices: the privacy notices referred to in Section 5.2 as updated from time to
time

Processing or Process: any activity that involves the use of Personal Data. It includes
obtaining, recording or holding the data, or carrying out any operation or set of operations
on the data including organising, amending, retrieving, using, disclosing, erasing or
destroying it. Processing also includes transmitting or transferring Personal Data to third
parties.

Pseudonymisation or Pseudonymised: replacing information that directly or indirectly
identifies an individual with one or more artificial identifiers or pseudonymise so that the
person, to whom the data relates, cannot be identified without the use of additional
information which is meant to be kept separately and secure.

Explanatory Note: A simple form of pseudonymisation would involve replacing employee
names and other identifiers from a list and replacing them with an employee number.

Related Policies and Guidelines: The Organisation’s policies, operating procedures or
processes related to this Policy and designed to protect Personal Data, as listed in Appendix
3 and available at TClarke Group SharePoint

Special Category Personal Data: information revealing racial or ethnic origin, political
opinions, religious or similar beliefs, trade union membership, physical or mental health
conditions, sexual life, sexual orientation, biometric or genetic data, and Personal Data
relating to criminal offences and convictions.



Appendix 2 Data Protection Principles

1.

Personal data shall be:

@)

(b)

(0)

(d)

(e)

Q)

processed lawfully, fairly and in a transparent manner in relation to the data
subject (‘lawfulness, fairness and transparency’);

collected for specified, explicit and legitimate purposes and not further
processed in @ manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall...not be considered to be
incompatible with the initial purposes (‘purpose limitation’);

adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (‘*data minimisation’);

accurate and, where necessary, kept up to date; every reasonable step must
be taken to ensure that personal data that are inaccurate, having regard to
the purposes for which they are processed, are erased or rectified without
delay (*faccuracy’);

kept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data are processed;
personal data may be stored for longer periods insofar as the personal data
will be processed solely for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes...subject to
implementation of the appropriate technical and organisational...in order to
safeguard the rights and freedoms of the data subject (‘storage
limitation’);

processed in @ manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality’).

The controller shall be responsible for, and be able to demonstrate compliance with,
paragraph 1 (‘faccountability’).



Appendix 3 — Related Policies and Guidelines
Data Protection Policy

Security Incident Management Policy

Data Privacy Impact Assessment Policy

Data Subject Requests Policy



Appendix 4 DPO Good Practice Directions
Generally

Rule 1 — we are transparent about how we process personal information. Process personal
data only where this is within the scope of our privacy statements and in line with any
privacy wording at the point of information collection. Never mislead anyone as to how
their information may be used.

Rule 2 — collect only personal information that we need. Don't collect it on the basis it
might come in useful at some point in the future.

Rule 3 —when you record an opinion about someone, this will be their personal information
so always remember they may have a right to see it. Use language that is appropriate and
won't cause embarrassment.

Rule 4 — do not attempt to access personal information unless you need to access it for
legitimate work purposes.

Rule 5 — do not send personal information to work colleagues or others unless they actually
need to see that information for legitimate work purposes.

Rule 6 — read and understand our policies concerning how we handle personal information.
They are there to protect you.

Governance

Rule 7 — adopt a careful approach. If in doubt about how to handle personal information,
please consult the Data Protection Officer before acting.

Rule 8 — immediately report any actual or suspected personal data breach to the Data
Protection Officer on a 24 x 7 basis.

Rule 9 - bring to the immediate attention of the Data Protection Officer anything that looks
like an attempt by an individual to exercise rights in relation to personal data.

Rule 10 - read all communications from the Data Protection Officer. They are very
important and may be urgent.

Rule 11 - Do not share personal information outside the organisation unless you are sure
that you are complying with our data protection policy. If in doubt, consult our Data
Protection Officer.

Rule 12 - Specific rules apply when personal information is being shared accessed from
outside the European Economic Area. If you believe this may happen, consult the Data
Protection Officer.

Rule 13 - any projects or new activities which concern personal information may require a
data protection impact assessment to be carried out first in terms of our Data Protection
Policy. Consult the Data Protection Officer if in any doubt.



Communications

Rule 14 —check very carefully that the addresses on letters, e-mails or other
communications that contain personal information are correct. Any mistake — however
slight - may give rise to a serious personal data breach.

Rule 15 - check attachments and enclosures before you send out e-mails and other
correspondence — make sure you haven’t made a mistake. If the information contained
within the attachments/enclosures is particularly sensitive, ask a colleague to check them
for you.

Rule 16 — when communicating with someone by e-mail for the first time, send a test
message and establish a line of communication with them before sending any e-mail that
might contain personal information.

Rule 17 - use stored e-mail addresses and fax numbers. Manually inputting them each
time you use them increases the risk of mistakes.

Rule 18 - be careful with predictive e-mail address functionality. The auto-complete
function may bring up several “Johns”. Make sure you choose the right address before you
click send.

Rule 19 - check e-mails with multiple addressees particularly carefully. Has anyone been
included in the addressee list by mistake?

Rule 20 - consider carefully how you send personal information. Is the means of
communication appropriate, given the sensitivity of the content? Ensure you follow the
rules in our Information Classification Policy or consult with our Data Protection Officer if in
any doubt.

Rule 21 - do not use personal e-mail addresses for work purposes.
Security
Rule 22- keep your passwords secure and do not reveal them to anyone else.

Rule 23— be aware that people may try to trick you into giving out personal information.
Always be cautious and on the alert. Be particularly careful with requests that are
described as urgent as they may seek to pressure you into a mistake.

Rule 24 - do not store personal information concerning work matters on any device or
media that has not been issued by the organisation.

Rule 25 — when outside the office do not leave any device or material on which personal
information is stored unattended at any time.

Rule 26 - do not discuss or reveal personal information which relates to workplace matters
in a public setting where it may be seen or overheard.

Rule 27 - Do not dispose of hard copy information containing personal data other than in
the shredding machines provided.



Rule 28 - do not create unnecessary copies of personal information. So, for example, give
individuals controlled access to personal information by sharing a link, rather than creating
multiple copies of the data.

Rule 29 - if you see a colleague do something that looks like it might breach our policies
relating to personal information or give rise to a personal data breach then challenge that
behaviour.

Rule 30 - Think privacy and act responsibly at all times.



